STATEMENT OF COMPATIBILITY

3AABNEHUE O COBMECTUMOCTU

between

MeXay

Kaspersky Industrial CyberSecurity for Networks,

Kaspersky Industrial CyberSecurity for Networks,

the product of

ABNAOWMMCA NMPOLYKTOM

AO KASPERSKY LAB,

AO «JlabopaTtopusa Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, Russian Federation

125212, Poccua, Mocksa,
JleHuHrpaackoe wocce, a. 39A, ctp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B AanbHenwem nmeHyembimmn KICS for Networks
n «JlabopaTtopua Kacnepckoro» COOTBETCTBEHHO

and

n

WebScadaMT software package

nporpammHbim Komnaekcom WebScadaMT

the product of

ABNAOWMMCA NPOAYKTOM

"NTC "MEKHANOTRONIKA" LLC

000 «HTL, «MexaHOTpoHUKa»,

198206, Russia, Saint-Petersburg, Pionerstroya ul.,
23 A

198206, Poccus, r. CaHnkT-leTepbypr,
yAn. NMnoHepctpos, 4. 23, autepa A

hereinafter referred to as WebScadaMT and
“Mekhanotronika” respectively

B [JanbHewem wumeHyembimn WebScadaMT
1 «IMleXxaHOTPOHUKA» COOTBETCTBEHHO

WebScadaMT is a software package designed
for developing an automated process control
system.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

WebScadaMT — 3To nporpammHbIi KOMMIEKC,
npesHasHa4yeHHbIM ana co3gaHua
aBTOMaTM3MPOBAHHOW  CUCTEMbl  yMpaBaeHuA
TEXHO/IOTMYECKMM MPOLECCOM.

KICS for Networks —-— cneuuannsnmpoBaHHbIA

NpPoOAyKT NPOMbILLIEHHOTO Knacca,
npeaHasHayeHHbIM ana WHBEHTapu3aLun,
MOHUTOPWUHTIA, BbIABEHUA PUCKOB U  Yrpo3
NPOMbILINEHHbIX MHOPACTPYKTYP. fiBnAaaco
YyacTblo peLleHuns Kaspersky Industrial
CyberSecurity, NpPOAYKT npegocrasnsaet
BO3MOXHOCTb BblAIBNEHUA yrpos

KnbepbesonacHOCTM M aHOMaNUMA MACCUMBHbLIM
obpa3som Ha OCHOBe aHa/sM3a KoMuM CETeBOro
TpaduKa, 1 (ONUMOHANBHO) AAHHBIX TeNeMeTpUM

C  YCTPONCTB, 3alMLEHHbIX NPOAYKTOM
KICS for Nodes. PeweHue npegocTaBnser
WMHCTPYMEHTbI A/1A paccnefoBaHUAs U PYYHOTO
pearMpoBaHMs  Ha  yrpo3bl Ha  YpOBHe
3aLmLLLaEeMbIX YCTPOICTB " ceTeBOM
MHOPaCTPYKTYPbI.

“Mekhanotronika” and “Kaspersky” hereby agree | «MexaHoTpoHUKa» " «JlabopaTopus

on the following statement regarding possibility to | Kacnepckoro»  HacToslWwMM  NOATBEPXKAAOT

use the listed products on a common system and | cnegytolee 3aABneHue OTHOCUTENIbHO

their compatibility and contribution to fulfillment
of cybersecurity requirements:

MCMO/Ib30BaHMA YKa3aHHbIX MPOAYKTOB B pamKax
OOHOW CUCTEMbI, MX COBMECTMMOCTU U BKIaja
B BbINoO/IHEHMeE TpeboBaHMI N0 MHPOPMALLMOHHOWN
6e3onacHoCTU:

/NN MexaHOTPOHUKA

kaspersky




“Mekhanotronika” and “Kaspersky” have carried
out extensive compatibility tests for the joint use
of their product combinations on the same
system. The outcome of the tests was that, subject
to their individual requirements, the products are
compatible and can be used jointly within the
same system.

The list of compatible products versions is
specified in the Annex 1.

«MexaHOTpOHUKa» 7 «JlabopaTtopus
KacnepcKkoro» npoBenu BCECTOPOHHWE TeCTbl Ha
COBMECTUMOCTb nx NPOAYKTOB npwm
oAHOBpemMeHHOM paboTe B COCTaBe eAUHOMN
cuctembl. B pesynbTaTe TecTMpoBaHuA 6biio
YCTaHOBNEHO, 4YTO  MPOAYKTbl, C  Y4E€TOM
UX WHAMBMAYaNbHbIX TpeboBaHWM, ABAAKOTCA
COBMECTMMbIMM U MOTYT  MCMO/1b30BaTbCA
B COCTaBe eAMHOMN CUCTEMBI.
MepeyeHb COBMECTUMBbIX
npuseseH B Mpunoxexun 1.

BEPCUA MPOAYKTOB

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

B cnyyae ycTaHOBKM M MCMONb30BaHMA YKa3aHHbIX
NPOrpaMMHbIX MPOAYKTOB B pamKax eAuHON

CUCTEMDbI 3To MOKeT cnocobcTBOBATHL
BbINOJIHEHUIO OCHOBHbIX TpeboBaHWii,
npeabABAfEeMbIX K nHbopMaLMOHHOM

N KnbepbesonacHOCTM B aBTOMATM3MPOBAHHbIX
cuctemax ynpasneHus MPOMbILLIEHHbIX
06BEKTOB.
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