Original Translation

STATEMENT OF COMPATIBILITY

KASPERSKY?S

OXPAHAR SHERTAIC Kaspersky Industrial CyberSecurity
the product of

between

AO “Kaspersky Lab”

SAKH "O'L'l E H Vl E O CO BM E CTH M OCTM 39A/2 Leningradskoe Shosse,
NpoOrpaMmHore NpoayKra : :
Kaspersky Industrial CyberSecurity, npoaykumy kKoMnaHMm Moscow, 125212, the Russian Federation

hereinafter referred to as “KICS” and “Kaspersky” respectively
AD «NaBopaTropua Kacnepckoro»

38A/2 NeHuHrpagcroe Wocce, and
Moctea, 125212, Paccuiickan GeAepauus Software complex “EKRASMS-SP”
3peck W ganee umeHyemeie kak «KICS» v «lNaboparopuna Kacnepckoros, COOTBETCTBEHHO the product of
" NPP “EKRA” LLC

3 Yakovlev Ave., Cheboksary, 428020, Chuvash Republic, Russia

Nporpammuoro komnnekca EKRASMS-SP . ,
hereinafter referred to as «<kEKRASMS-SP» and «EKRA» respectively.

NEoayELWA KOMNaHWK

000 HMNN «3KPA»,
np. M. Akoenesa, g. 3, nomelleHwe 541 This Statement of Compatibility of EKRA and Kaspersky Lab hereby declare the possibility of mutual apply
YeBokcape, 428020, Poccwitckan egepauma of the mentioned software products in unified information system, compatibility of these software products,
allowing to meet certain information security requirements for automated process control systems
3neck v aanee umeHyembie kak «<EKRASMS-SP» u «3KPA», cooTBETCTBEHHO (hereinafter referred to as APCS), these products are mutually run:

EKRASMS-SP is a software package for terminal management used in the field of industrial automation.

KICS is an integrated cybersecurity solution for critical infrastructure and industrial automation.
Hacromwmm 3aknioyenrvem o coemectumocTw 3KPA w Jflabopatopwa Kacnepckoro

3aABNAKT O KOPPEKTHOCTHM COBMECTHOR paboThl YNOMAHYTLIX NPOrpamMMHbIX NPOOYKTOB B EKRA and Kaspersky Lab tested EKRASMS-SP and KICS compatibility within unified information system.
enuHoR MHGOPMAUMOHHOR CHCTEME, O COBMECTAMOCTM 3THX NPOrpaMMHbX NPOAYKTOB, Tests proved the possibility of use the products in unified information system, taking into account their
NosBonALWEA AoBUTLCA BLINONHEHWA oONpeAsneHHbl Tpebosanuil WHOPMALKMOHHON individual environmental requirements. The tests have not revealed any compatibility problems in products.

BeaonacHOCTH ABTOMATUIWPOBAHHLIX CHCTEM YNPaBMNeHWA TEXHONOTMYECKUMW Nnpoueccami
(nanee ACY TI), B KOTOPBIX AaHHLIE NPOAYKTEl IKCNNYATUPYIOTCA COBMECTHO!

EKRASMS-SP spnAeTcA KOMNMEKCOM nNporpamm ANA  yNpaBnedws TepMUHanamu u
wcnoneayeTcA B 0GNacT¥ npombilLneHHod asTomatrsaunn. KICS ABnAeTcR KOMNNEKCHbIM
pewexnem ans obecnedenws kuBepbesonacHocTH oBLEKTOB KPUTHHECKOH MHGPACTPYKTYPLI
i 0DBEKTOB NPOMEILLNEHHOW ABTOMAaTHIALMK.

3KPA v NaGopatopus Kacnepckoro npoussenw wucneitaHus EKRASMS-SP n KICS Ha
COBMECTMMOCTE B pamkax e4MHOR WHOPMaUNOHHON cucTeMel. B pesynbTaTe MenbiTaHui
BEIN0 BEIABNEHO, YTO, C Y4ETOM WX MHAKWBWAYANLHLIX TpeboBaHWA K cpege, NpoayKTsl MoryT
BelTE WCMONs30BaHsl B pamkax eguHol WHhopMauMoHHOW cucTembl. [poBeaeHHbIe
WCMBITAHWA HE BLIABMNK KakMx-NWBo 3Ha4MMbIxX Nnpobnem COBMECTUMOCTH NROAYKTOB.




Original

YCTaHOBNEHO COBMECTHO, B COOTRETCTBUM C TPEBOBAHMAMKM M PYKOBOACTBAMM N0 YCTAHOBKE
W HacTpoike, B egMHoR WHcopmaumwoHHoi cpene npoaykTsl EKRASMS-SP u KICS ceoeil
YHKLUMOHANLHOCTEID 0DecneydealoT BuiNonHeHke yacTi Tpebosanuii wHOPMaLMOHHOR
BesonacHocTW, yTeemkieHHe Mpukazom DCTIK Pocoww Me 31 ot 14.03.2014 «08&
ymeepxoeHuu Tpebosanul  «k  obecnevenurw — zawumsl  uHpopMayuy 8
SEMOMamu3LpOeaHHbIX cucmemax yrpasneHun npoussodcmeeHHEIMU u
MEexXHOMoEUNECKUMY MPOUECcCCaMU HE KPUMUYECKU eaxvblx o0bexmax, nomeHuuansHo
onacuex obsexmax, a mawe obkexmax, npedcmasnAOWUX MOBLILLEHHYH ONACHOCME 0NA
HUIHU U 3doposkA modell U Ana oxkpyxaioweld npupodsol cpedeie,

MNMomMuMO YCTaHOBKKM W MCNONBL30EAHKMA DoKX NPOAYKTOR, ANA peanusauvu scex TpeboBaHni
WHGpOpMauuoHHoR De3onacHOCTM B KaMOOM  KOHKDETHOM  KNAcCe  3aMLEHHOCTH
ABTOMaTHMINPOBAHHEIX CWCTEM, MOMYT ObMb HEoOXOQWMMEI OONONHWTENBHLIE MEPSI.
DakTUMECKME NDUHUMAEMbIe Mepsl ByayT 3asMceTs  OT  KOHKpeTHeX  TpebosaHwi
MHPOpMaLMOHHOR GE30NacHOCTH NpeAbABNASMBIX K OGBEKTY 3aLUMTEI, 8 TAKKE APXMTEKTYDLI
ACY Tl obbekra. Takie Mepbl MOMYT, NOMAMO NPOYEro, BKNWMaTe B cebR ycTasoBky W
MCMONBL30EAHWE OPYTMX NPOTPaAMMHLIX WNAKM annNapaTHbiX NpPOOYKTOB, COOTEETCTEYOLLEE
KOHPUrypUpoBaHWe nNpoaykToB W CO308HWE WNW  KOPPEKTWPOBKY OpPraHW3alWoHHbIX
NpoLUeccos.
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Translation

Installed together, according to requirements and installation and control guidelines, in the unified
information environment, EKRASMS-SP products and KICS their functionality ensure that some of the
information security requirements are met, approved by Order of FSTEC of the Russian Federation No. 31
of 14.03.2014 "On Approval of Requirements to Ensure Information Protection of Automated Systems of
Control of Production Technological Processes at Critical Facilities, Potentially hazardous objects, as well
as objects of increased danger to human life and health and to the environment.”

Besides installing and using both products, other measures may be necessary to complete all information
security requirements for each specific class of automated systems. The actual measures taken should
depend on the specific information security requirements for the object, as well as the APCS architecture of
the object. Such measures may include, but are not limited to, installation and implementation of other
software or hardware products, appropriate product configuration, and creation or adjustment of
organizational processes.



