Original

AKT.NPOBEPKW COBMECTHUMOCTH

Mexy nporpamMmHsitK npoaykTasmi

Kaspersky Industrial Cyber Security
NPGOYELKA KOMNaHWW

AQD «alaBopaTtopus KacnepcKoron
Poccws, 125212, r. Mockea, Nenwnrpaackoe wocce, 384, cp.2

Jaeck W fanse uMeHyemMold kak akICS: v «labopaTopua
Kacnepckorow, cooTReTETBEHHD

]

SCADA NPT Expert
NPoAYKUAA KoMOaHKMW

000 ¢«3HepronpoMABTOMaTHIALUWAR
195273, r. Canxr-NMeTepbypr, Muckapeackvid np., 4. €3, nuT. B

dnesck v fanes umeHyemele Kak « SCADA NPT Expertr 1
t FHEPronpoMABTOMATHIALUMAY, COOTEATCTEEHHOD

HensiTaiua npoesgeHsl koMnadiai

000 «MHTennekTYanbHLIe CaTHn
428020, Poccus, r. Yebokcapw, yn. MpucTadyvodHas, 1/9

Joech W anes UMEHYEMO2 Kak tMIHTENNEKTYanEHLIe CaTis

3HepronpoMABTOMATHZaUMA W [laBopaTopwa Kacnepckoro HACTOAWMM aKTom
JARBNAKT O DOIMOMHOCTY COBMECTHOMD WCNONBI0BIHWA YNOMAHYTEIX NPOrpammHLIx
NPoAYKTOS B EOWHOR  WHQODMALWOHHOW CWUCTEME, O COBMESTHMOGTY  aTMx
NporpaMmMHLIX  NPoOAYKTOB, MO3BONAKOWEA AOEBWTLCA  BRINONHEHWMA ONpegeneHHLIX
TpeSoeanvi  WHopMayWoMHoR  BelonacHocTw ABTOMETHIMPOBAHHLIX  CHCTEM
¥NpaBsnesa TexHONorMYeckiMKH npouscconm (fanee ACY TM), B KoTophid OaHHbe
NEoaYKTsl BKGNNYATHPYIOTCA COBMECTHO!

SCADA NPT Expert v KICS ABNAKTCA NporpamMmHLIMK NPOAYKTAMW, MCNONBIYEMsIM9
B asToMatwialwv  uwdpoBOre  nonuroda  dwnwana MAO aPyclwapos
eHwxeropogckan M3Cs, SCADA NPT Expert fenAeTcs  asTomaTwaw poOBaHHOR
CHCTEMOW YNPABNeHUA TexHonorveckmm npoueccos. KICS nenmeTca KOMINEKCHEIM
HHCTpYMEHTOM obecnaqveHna MHbopMmauywoHHol GeacnacHooTy ACY TTI.

IHepronpoMABTOMAaTHIALMA W HHTennokTyansHbie Cetw npowaseny woneimanue
SCADA NPT Expert v KICS Ha coBMECTHMOCTL B pamkax efuHoi WHRORMALHOHHOR
cucTemsl Ha Huwweropoackod M3C (B paMkax HayYHO-WCCNEA0BATENLEKMX, ONLITHO-
HOHCTRYKTOPCKUX W TexHonorudeckwx paboT no pacluvpedw undpoRore nNonMroka

34" M@m KASPER§KYS

Translation

STATEMENT OF COMPATIBILITY

between
Kaspersky Industrial CyberSecurity
the product of

AO “Kaspersky Lab”
39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation
hereinafter referred to as “KICS” and “Kaspersky” respectively
and
SCADA NPT Expert
the product of
“EnergyindustryAutomatization” LLC
Lit. B, 63 Piskarevsky Ave., St.-Petersburg, 195273, Russia

hereinafter referred to as «<SCADA NPT Expert» and

«EnergyindustryAutomatization» respectively

Tests are carried out by the company
“Intellectual Networks” LLC
1/9 Pristantcionnaya str., Cheboksary, 428020, Russia

EnergyindustryAutomatization and Kaspersky Lab hereby declare the possibility of mutual apply of the
mentioned software products in unified information system, compatibility of these software products, allowing
to meet certain information security requirements for automated process control systems (hereinafter
referred to as APCS), these products are mutually run:

SCADA NPT Expert and KICS are software products used in automation of digital polygon of branch of
PJSC "RusHydro" Nizhny Novgorod HPP. SCADA NPT Expert is the automated process control system.
KICS an integrated cybersecurity solution for critical infrastructure and industrial automation.

EnergyindustryAutomatization and Kaspersky Lab tested SCADA NPT Expert and KICS compatibility
within unified information system at Nizhny Novgorod HPP (within the framework of research, experimental
design and technological works on expansion of the digital polygon of the Nizhny Novgorod HPP).



Original

Hwweropoackon '3C). B peaynerare wonuitand Guino BbIRENEHD, YTO © yYeTOM WX
MHAMBMAYaNEHEIK TRaGorauuwil K cpene NPOOYKTE MoryT BuiTe MENONLICBAH! B pamMuax
BAMHOR WHDOPMALMOMHONR CHCTeML, [MPOBSOSHHLIE WMCNEITAHNA HE BLABAAKM HaHWX-
nuBo NpoBnem COBMECTAMOCTA MEXAY NPOAYKTEMH.

YCTAHOBNEHO COBMECTHO, B COOTBATCTEMW C TPEDOBAHWAMW W DYKOBOACTBAMW NO
YCTAHOBKE W HACTPORKE, B EOWHOR WHDOPMaUMOHHORA cpege npoayrTel SCADA NPT
Expert n KICS cpoe@ (hyMKUMOHANBHOCTEI0 0BECNEUMBAT BLINOMHEHWE YaCcTW
TpefoBaHi MHpoPMaUHOHHOA BaIoNaCcHOCTH, onpeaanexHbix & Mprkase Ne 31 w06
ymeepwdenuy  TpeSosawud x  oflecnevenulo  J8WUmsl  UWGOPMAELLY @
SMOMEMULILDOBEHHBIX CUCMaMax ¥MpasNeHUR npouIeodcmesHHBIML u
MaXHONOSUYECK LML npayeccaMy Ha KQLMUYECH Y GamHbIx ﬂﬁbﬂ.ﬂ'ﬂﬂh‘, MomaHLuianLHe
onacwenx obbexmax, @ mewwe ofibexmax, MAPEACMBEAMOWUE NOBBILIENH IO
onAacHoCME ANA wuanu U 300poesA modeld u QN OKDYXENWeD NPUPOAHED CPEARH
DepepansHon Cnywbisl no TexwwueckoMmy W 3kcnopTHomy Koutponwo Pocowmcroh
Dagepadun (BCTIK) o1 14 Mapra, 2014,

MNomumo yoranoeww W Wenonelosanna obowx MEOOYKTOB, ONA peanviauvn ecex
TpeGosannd  MHMOPMAUMOHHOR JAWMLEHHOCTH B KAWAOM KOHKDETHOM KNnacce
AETOMATHINPOBAHHLIN CHCTEM MOMYT BbiTe HeoBxofWMmul Apyrwe mepsl. DaTuueckus
NpHHAMAaaMee Maps: GYayT 2a8MceTs OT KOHKPETHWX TPESOBAHWA WHGOPMALIMGHHOR
BejonacHocTk NpeaLABNABMLIX k OGBLENTY J8LWTLI, & Tawwe apxwTexTyps ACY TI
obwexta. Takwe Mepsi MOryT, NOMWMO NPOYErD, BKNIKHaTE B cebr YCTAHOBKY i
MCNONbIOBAHWE ODYIAX NDOTPAMMHBLI WK ANNAPATHX NPOAYNTOR, COOTEATCTEY L SE
KOHCDUIYPHPOBEHHE NPOAYKTOB W COILAHWE WNKW KOPPEKTMPOBKY OPraHW3AUWOHHLIX
npoueccon.
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Translation

Tests proved the possibility of use the products in unified information system, taking into account their
individual environmental requirements. The tests have not revealed any compatibility problems in products.

Installed together, according to requirements and installation and control guidelines, in the unified
information environment, OIK Dispatcher NT products and KICS their functionality ensure that some
information security requirements are met, Specified in Order No. 31 " About approval of Requirements to
ensure information protection in automated systems of control of production and technological processes at
critical objects, potentially dangerous objects, as well as objects that pose increased danger to human life
and health and to the environment" of the Federal Service for Technical and Export Control of the Russian

Federation" (FSTEC) "of March 14, 2014.

Besides installing and using both products, other measures may be necessary to complete all information
security requirements for each specific class of automated systems. The actual measures taken should
depend on the specific information security requirements for the object, as well as the APCS architecture of
the object. Such measures may include, but are not limited to, installation and implementation of other
software or hardware products, appropriate product configuration, and creation or adjustment of

organizational processes.



