Original

AKT NPOBEPKW COBMECTUMOCTH

Mexny nporpamMmHeiMn NpoayRTamMN

Kaspersky Industrial CyberSecurity
MNPOAYKLKA KOMNEHMMW

AQ «NMaGopatopua Kacnepckoros
Pocowa, 125212, r. Mockea, JleHuHrpagckoe wocce, 394, cTp.2

3pece W ganee nmexyemeie kak «KICS» u «NabopaTopua Kacnepckoros
COOTBETCTEEHHO

NPOrpaMMHO-TEXHHYECKMM KoMMnekcom « TOPAZy
NPOAYKLMA KOMMNAHWKA

000 «NMu3nCu Texwonompun»
Pocowus, r. Mockea, HaysHwlid npoesg, o. 17

3pece u panee umenyemelit kak NMTK « TOPAZ» v «Mu3nCu TexHonogsms
COOTBETCTEEHHO

MuanCu TexHonogxm 1 Naboparopwa Kacnepckoro HACTOALLMM AKTOM 3aABNAKOT O
BOIMOMWHOCTH COBMECTHOM WCNONB3I0OBAHWA YIOMAHYTEX NPOrPamMMHLIX NPOGYKTOE B
eavHOR UHOPMALWOHHOW CUCTEME, O COBMECTMMOCTH 3THX NPOTPaMMHBLIX NPOAYKTOB,
no3sonAllel AoGHTECA BLINONHEHWA onpeaeneHHbix TpefosaHuil MHopMaLMOHHON
DE30NacHOCTH  ABTOMATUIWPOBAHHEIX  CHCTEM  YNPABNEHWA  TEXHONOMMYECKAMK
npoueccamy (ganee — ACY TI), B KOTOPBIX AAHHBIE APOOYKTE SKCMNYyaTUPYIOTCR
COBMECTHO!

NTK «TOPAZ» pazpaboTaH cneuwansHo ANA 3NeKTPO3IHEpreTUHEcKoW oTpacnu W
NpeaHasHadqed AnA NocTpoeHWA cucTeM chopa W nepefadn UMpoBOR WHOOPMALMK
[CCNUW) e cocrape ACY TN u Tenemexanvin nogeraduwii. KICS sensetca
KOMMAEKCHBIM  pelleHwem onA  obecnededus  kwbepbesonacHocTi  obbekTos
KPUTUYECKOR MHIPPAcTPYKTYPE M ODBEKTOB NPOMBILLINEHHON ABTOMATUIALMM.

Mu3nCu Texwonogwu w Naboparopwsa Kacnepckoro nposenw weneitadie MTK
«TOPAZ» v KICS Ha cOBMECTUMOCTE B PAMKAX e0WHOR MHOPMAaLWOHHOW cucTemil. B
pe3yneTaTte WCNbTaHWin OGN0  BbIABNEHO, YTO, C YY4eTOM WX WHOMBUOYaNbHBIX
TpeDoBaHWiA K cpege, NpogykTel MOMNYT DTk WMCNONb30BAHEI B paMKax efWHOH
MHAQOPMAUMOHHOR cUCTEME. [IpOBEOSHHEIE WCNBITAHWA HE BBIABMNW  KaKWX-Nvbo
npobnem COBMECTUMOCTI MEXOY NPOayKTamMM,

COoBMECTHO YCTAHOBNEHO, YTO B pamMkax eguHoR MHOPMALWOHHOW CHCTEME! NPoaYKTE
NTK « TOPAZ» u KICS ceosi dyHHUMOHANEHOCTEID, B COOTBETCTBMW ¢ TpeboBaHuAMY W

lkasperslicy

Translation

STATEMENT OF COMPATIBILITY

between
Kaspersky Industrial CyberSecurity
the product of

AO “Kaspersky Lab”
39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation
hereinafter referred to as “KICS” and “Kaspersky” respectively

and

Software and hardware complex “TOPAZ”
the product of

JSC “PLC Technology”
17 Scientific travel, Moscow, Russia

hereinafter referred to as « TOPAZ» and «PLC Technology» respectively.

PLC Technology and Kaspersky Lab hereby declare the possibility of mutual apply of the mentioned
software products in unified information system, compatibility of these software products, allowing to meet
certain information security requirements for automated process control systems (hereinafter referred to as
APCS), these products are operated.

TOPAZ designed specifically for the electric power industry designed for the construction of systems for
collecting and transmitting digital information as part of APCS and telemechanical substations. KICS is an
integrated cybersecurity solution for critical infrastructure and industrial automation.

PLC Technology and Kaspersky Lab conducted extensive testing of the TOPAZ and KICS compatibility
within unified information system. Tests proved the possibility of use the products in unified information
system, taking into account their individual environmental requirements. The tests have not revealed any
compatibility problems in products.

Jointly established that within the unified information system functionality of TOPAZ and KICS,



Original Translation

PYKOBOACTBAMM NO YCTAHOBKE M HACTPOIKE, OBECNEUMBAKOT BLINOMHEHNE YacTi according to requirements and installation and control guidelines, provides realization of part of information
Tpeboeanuii MHGOpMaLMoHHON BesonacHocTy, npeabsensemsix K ACY TI1. security requirements for industrial control systems.

MOMUMO YCTAHOBKM M WCNONB3OBAHWA Ha3BaHHbLIX NPOAYKTOB, ANA peann3auuu Beex Besides installing and using both products, other measures may be necessary to complete all information
TpeboeaHwii wHpoOpMauuoHHOK ©Oe3onacHOCTM B  KaXAOM KOHKPETHOM  Knacce security requirements for each specific class of automated systems. The actual measures taken should
ABTOMATUAMPOBAHHLIX CUCTEM MOTYT DbiTe HeobxoauMbl Apyrue mepbl. dakTuyeckue depend on the specific information security requirements for the object, as well as the APCS architecture of
npuHUMaensie Mepsl DyayT 3aBuCeTb OT KOHKPeTHbIX TpebosaHui MHMOPMaUMOHHON the object. Such measures may include, but are not limited to, installation and implementation of other
©e3onacHOCTH, NPEeAbSBNREeMbIX K aBTOMaTM3MPOBAaHHOW CUCTEME, a Talke software or hardware products, appropriate product configuration, and creation or adjustment of
apxutextypbl ACY TI. Takue mepbl MOTyT, NOMUMO NPONEro, BKMO4YaTL B cebs organizational processes.

yCTaHOBKY W MCNONb30BaHWE APYrUX NPOTrPaMMHbLIX WNW annapaTHbiX NPOAYKTOB,
COOTBETCTBYIOLIEE KOHUrypUpoBaHue NPOAYKTOB W CO3[aHWe WNW KOPPeKTMPOBKY
OpraHnu3aLMoHHbIX NPOLECCOB. e

.0. Aupe<cropa no uccnegoBaHuam 1 pa3paboTk

AO «JlabopaTopusn Kacnepckoro»

eHepancHbl AupeKTop

000 «Mu3nCu TexHonoaxu»

Pre kaspersky

Tednolagy



