Original Translation

AKT MPOBEPKM COBMECTMMOCTH STATEMENT OF COMPATIBILITY

between
Kaspersky Industrial CyberSecurity

Mexay nporpamMmHsiMy NPogyKTam

Kaspersky Industrial Cyber Security
NPOOYKLUAA KOMMEHKHK the product of

AOD «NabopaTopua Kacnepckoros “ ”
Poccua, 125212, r. Mockea, Nenuurpagckoe wocce, 39A, cTp.2 AO “Kaspersky Lab
39A/2 Leningradskoe Shosse,

3peck u ganee umeHyemeli kak «KICS» u «flaBopaTopun Kacnepckoros,
Moscow, 125212, the Russian Federation

COOTBETCTEEHHO
n hereinafter referred to as “KICS” and “Kaspersky” respectively
YcTpoHcTEO NPOTHBOAaBaPUIAHON aBTOMAaTHKN 3Heproyana and

NPOAYKLMA KOMAAHWK
UPAE ELECTRIC POWER SYSTEM NODE SYSTEM INTEGRITY PROTECTION SCHEME IED

000 «lNpocogT-CHcTeMBIR
PoccunA, 620102 r. ExatepunBypr, yn. Bonrorpaackas, 194a the product of

3pece n panee umeHyemele kak «YMA3» 1 «MpocodT-CHcTEME », COOTEBETCTEEHHO
“Prosoft-Systems” Ltd.

194a Volgogradskaya str., Ekaterinburg, 620102, Russia
MpocodT-Cucremel u NaGopaTopus Kacnepckoro HacToAWwWmM akToMm 3asensioT o
BOIMONKHOCTH COBMECTHOMO WCNONL30OBAHWA YNOMSAHYTHIX NPOrPaMMHLIX NPOAYKTOB B
EAMHON MH(POPMALUMOHHON CUCTEME, O COBMECTUMOCTI 3THUX NpOrpamMmMHE X NPoOYKToR,
NO3BONAWER JOOWTLECA BEINOMHEHWA ONpeaeneHHLX TpebosaHmi HHPOPMaLMOHHOR
EBSBHECHDETH EBTGM&THEHPDEEHHHX CHCTEM ynpasneHWAa TEXHONOMAYECKUMIA
Npousccamu (ganee ACY TM), 8 woTopbix AaHHbIE NPOAYKTHI IKCMMYATHRYKOTCH

hereinafter referred to as «UPAE» and «Prosoft-Systems» respectively.

Prosoft-Systems and Kaspersky Lab hereby declare the possibility of mutual apply of the mentioned
software products in unified information system, compatibility of these software products, allowing to meet

COBMECTHO: certain information security requirements for automated process control systems (hereinafter referred to as
VYNA3 APCS), these products are operated.
W KICS SAENAOTCA nNporpaMMHBIMM  NpogykTamu, W
aBTOMATUIaUMN Nepeaadn  w ﬁagnppeﬂenem Snirpmeémﬂ cn:'j:::;mm::;l A:; UPAE and KICS are software products used in the automation of electrical power transmission and
' distribution. UPAE is the emergency control system KICS is an integrated cybersecurity solution for critical

ABMNAETCA CUCTEMOR NpoTHBEoaBapuidtHoro ynpaenexws. KICS ABnAeTcA KOMANEKCHBIM : ; ; i
WHCTPYMEHTOM ofiecneveHns uHGopmaLmMonHoil GesonacHoeT ACY TN, infrastructure and industrial automation.

Prosoft-Systems and Kaspersky Lab conducted extensive testing of the UPAE and KICS compatibility
within unified information system. Tests proved the possibility of use the products in unified information
system, taking into account their individual environmental requirements. The tests have not revealed any

compatibility problems in products.

MpocodT-Cucremel u NaBopatopua Kacnepckoro npoussenn ofwupHoe weneiranue
¥MNA3 u KICS Ha coBMECTMMOCTL B pamMkax eguHol whadopMmauroHHoR cucTembl. B
PE3YNETATE WCMBLITAHMA BbiNC  BLIABNEHO, 4TO, © YY4ETOM WX WHAMBMOYANBHLIX
TpeboBaHnid Kk cpeae, NPoAyKTHl MOMYT BbiTh WCNONBIOBAHEI B paMKax eguMHoRr
WHOPMALMOHHO#  cucTeMbl. MPOBEAEHHBIE WCTBITAHUA HE BLINBMNK Kakux-nubo
NPOGNEM COBMECTUMOCTI MEXAY NPOIYKTAMM.
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Original

¥CTAHOBNEHO COBMECTHO, B COOTBETCTBMM © TPeBOBAHWAMM W PYKDBOACTEAMW NO
YCTaHOBKE W HACTpOike, B eANHON MHOPMAUMOHHOA cpeae npoaykTel YMAS u KICS
CBOEH  (DYHKUMOHANLHOCTLIO OBECNEYMBAKIT  BbINONHEHWME  YACTMW TpeboBaHuA
MHPoOpMaLWoHHOW BesonacHocTy, onpegeneqHelx & Mpuraze Ne 31 « 06 ymeapwdeHuu
Tpebosanuli k obecneveHuo saLyums uHopMaUUL 8  a8mOoMaMUILDOsaHHEIX
Cucmemax ynpasneHus Mpou3eodcmeeHHLIMU U MEeXHOMO2UYSECKUMY MPOUECCaMU Ha
KDUMUYECKU saxHblx obbekmax, nomeHyuansHo oflacHsx obwekmax, a mawe
obbekmax, npedcmasnaowuy nosbillenHylo onacHocme dns musnu o 3dopoass
modeld u dns  okpywalowed npupodHol cpedsin DepepansHoi  CnywBel no
Texnuseckomy n 3xcnopTHomy Kowtponio Poccuiickoi ®epepauim (BPCTIK) or 14
MapTa, 2014,

MomMuMe YCTAHOBKW W WCNONb3OBaHWA OBOWX NpoOayKTOB, ANA peanriauvd Bcex
TpeboBanuit  MHOPMAUNOHHOR  JalMWEHHOCTH B KEMOOM  KOHKPETHOM KNnacce
BTOMETMIWPOBAHHEIX CACTEM MOMYT ObiTh HEOBXOQWMLI apyrve Mepesl. PakTuyeckue
NPUHAMaemble Mepbl DyayT 3aBWCETE OT KOHKPETHBIX TpebosaHvil MHMOPMaLMOHHON
fesonacHocTH NpegbABNAEMBIX K 0DBEKTY 3aWMTel, a Tawke apxuTexTypel ACY TN
obberta. TakMe Mepsi MOTYT, NOMWMO npoJers, BHMDMAaTe B cebR yoTaHoBky W
UCNonb3oBaHWe ApYrix NporpaMmMHeIX UK annapaTHbX NPOAYKTOB, COOTBETCTEY WSS
KOHMIYPUPOBAHWE NPOOYKTOE W CO3OaHWe Whu KOPPEKTUPOBKY OPraHW3auuoHHLIX
npoueccos,
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Translation

Installed together, according to requirements and installation and control guidelines, in the unified
information environment, UPAE products and KICS their functionality ensure that some information security
requirements are met, Specified in Order No. 31 " About approval of Requirements to ensure information
protection in automated systems of control of production and technological processes at critical objects,
potentially dangerous objects, as well as objects that pose increased danger to human life and health and
to the environment" of the Federal Service for Technical and Export Control of the Russian Federation”

(FSTEC) "of March 14. 2014

Besides installing and using both products, other measures may be necessary to complete all information
security requirements for each specific class of automated systems. The actual measures taken should
depend on the specific information security requirements for the object, as well as the APCS architecture of
the object. Such measures may include, but are not limited to, installation and implementation of other
software or hardware products, appropriate product configuration, and creation or adjustment of

organizational processes.



